
Proprie t ary + Confide nt ial

Digital Preservation
Solutions in Google Cloud

Designing Storage Architectures
Library of Congress



Proprie t ary + Confide nt ial

● Migrat ion comple te d  be twe e n 20 19 - 20 20

● Data  ce nte r de commissioning  pro je c t

● Mainta in NDSA le ve l 2 compliance  

● File  prove nance  re cords  & fixity che cks

Law Library Archive  Migrat ion



Usability: a  cons is te nt  API, la te ncy, a nd  spe e d  a c ross  
s tora ge  c la sse s  s implifie s  de ve lopme nt  a nd  
e xpe rie nce .

Re liab ility: Stora ge  in ge o- re dunda nt  loca t ions  offe rs  
99.99% a va ila b ility with t ra nspa re nt  fa ilove r. 

Cos ts : Cold  s tora ge  a s  low a s  $0 .0 0 12 pe r GB/month. 
St ill a cce ss ib le  in ms  a nd  with ge o- re dunda nt  
op t ions . 

Se curity: Da ta  is  e nc ryp te d  a t  re s t  a nd  in t ra ns it  
through va rious  me cha nisms ; gove rne d  us ing 
Ide nt ity & Acce ss  Ma na ge me nt

Google  Cloud  Storage

Highly a va ila b le  a nd  
s imple  to  use  ob je c t  

s tora ge
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● De te c t  image  charac te ris t ic s , inc lud ing  

dominant  co lors  and  c rop  hint s

● De te c t  labe ls , landmarks and  logos within 

image s

● Re ad , e xt rac t , and  t ranslate  t e xt  in 

docume nts , inc lud ing  image s and  

handwrit t e n t e xt

● Pe rform conte nt  analysis  in vide os and  

e xt rac t  me tadata

Cloud Vision API



?

Da ta  Ce nte r Stora ge Google  Cloud  Storage



$ md5sum archive/data/bp1892-0001.pdf
fcea3e2968c9a192e4d228668cc32256
$ bagit archive/
archive
├── data
│   ├── bp1892-0001.pdf 
│   ├── bp1892-0002.pdf 
│   └── bp1892-0003.pdf
├── manifest-md5.txt
└── bagit.txt

Traditional File System



Google  Cloud  Storage



gsutil stat gs://19th-cent-pamphlets/1892/data/bp1892-0003.pdf

gs://19th-cent-pamphlets/1892/data/bp1892-0003.pdf:
Creation time:          Thu, 10 Mar 2022 21:26:07 GMT
Update time:            Thu, 10 Mar 2022 21:26:07 GMT
Storage class:          ARCHIVE
…
Hash (crc32c):          okryTg==
Hash (md5):             hRM8VqzPTuDfc1ljwL757A==

Google  Cloud  Storage



Automated Appoach

https://github.com/GoogleCloudPlatform/professional -
services/tree/main/examples/gcs -fixity - function

https://github.com/GoogleCloudPlatform/professional-services/tree/main/examples/gcs-fixity-function
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“Fixity, in the  p re se rvat ion se nse , me ans the  
assurance  that  a  d ig ita l file  has  re maine d  
unchange d , i.e . fixe d .”
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Ge ographic  Re dundancy

Store  file s  in mult ip le  ge ographic  
locat ions  across  the  Unite d  State s

Audit  & Acce ss Logs

Re cord  e ach use r ac t ion, inc lud ing  ob je c t  
up load  and  re t rie val with Acce ss  Logs

Obje c t  Ve rsioning

Support s  re t rie val of ob je c ts  that  
have  be e n de le te d  or ove rwrit te n

Che cksums

Che cksums are  ge ne rate d  for e ach 
file  and  can be  re t rie ve  via  API

Be st  Prac t ice s  for NDSA Le ve l 2 Compliance
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